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VA ImplementsOMB Web
Privacy Policy

By: Walter Houser, OI& T, Information Management Service

A Warningto Webmaster s-- Areyou protecting the privacy of your vistors?
Do you have a guestbook and collect guests names and addresses? Do you
gather veteransemail addressesinyour email addressbook? Areyour goplications
writing cookiesto vistor browsers? Areyou writing cookiesto your webserver?
Do you publish log deta that reveals who visited your web site during their lunch
hour? If you don't know the answersto these privacy questions, you need to find
out, and soon.

On June 2, 1999, Jacob Lew, Director of the Office of Management and
Budget (OMB) signed policy memorandum M99-18 requiring al Departments
and agencies to post appropriate privacy policies on their web stes. Following
the OMB guidance and modd privacy policy language, VA drafted Privacy Act
satements at hitp://Mmww.vagov/privacy/ for theprincipa categoriesof information
collection that occur on VA web Sites.

We prepared statements for information collected for statistical purposes,
security, intrusion, detection, Privacy Act Systems of Records, and VA's use of
cookies. These privacy notices appear at http://www.va.gov/privacy/. By
December, privacy policieswill be posted to any other known, mgor entry points
to VA web Stesaswdl asat any web page where thereis substantial collection of
persond information from the public.

We added alink to the VA privacy notice in the VA web page templates a
http://vaww.va.gov/template.htm and http://vaww.vagov/template.asp for the
Active Server Page web programmers.  Using these links is the first step in
complying with the OMB directive. The second step is to read the notices and
seeif you are doing what you say you are doing! Thethird step isto check your
applications for cookie creation; if you are generating these tasty web morsels,
you don't necessarily haveto stop. But you at least must say what data you are
collecting, why, and what you intend to do with it. The fourth step isto add the
electronic mail notice to your Internet mall address. So if your message is
forwarded to another for action, the recipient has been advised of the limitations
to the confidentidity of their message.




THE CIO
SCENE

By: HaroldF. Gracey, Jr., Acting
VA Chief Information Officer

At the One VA conferences held in Phoenix, AZ
and Atlanta, GA, attendees were asked to identify
national and local issues that would help improve
seamless sarvice to veterans. Listed below are the
top three nationa ideas generated by each group of

participants.

Phoenix, AZ

1. Develop an integrated computer information
system accessible to dl three adminigtrations;

2. Develop auniform nationa data base; and

3. Develop anationwide plan to integrate services,
including co-locations and redefinition and consolida-
tion of service ddivery sysems.

Atlanta, GA

1. Develop anintegrated computer system for vet-
eran data;

2. Createa” smart card” nationd 1D card for vet-
erans, and

3. Create a consolidated 800 telephone number
for veteran information.

You can see amilarities in the issues identified by
both attendee groups. VA’ ssenior management heard
you, and isresponding. Deputy Secretary Gober has
charged me, asVVA'sActing Chief Information Officer
(ClO) in consultation with the Department’s CIO
Council and business line managersto develop aplan
that includes milestones and estimated costs for
achieving the type of integrated information system
architecture necessary to support:

- Front-line employee access to needed informa:
tion across VA; and

- An accurate, consstent, and reliable integrated
information system covering dl veterans.

The CIO Council has formed an integrated work
group, with participants from the Administrations and
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Staff Officesthat are working together to develop this
plan and report back to the Deputy Secretary.

The CIO Council hasaso formed an Internet Use
Work Group (IUWG) composed of representatives
of dl three Adminigrations and Staff Offices. This
group will identify and coordinate development of
departmenta policies and Strategies needed to guide
the advantageous deployment and use of internet
technology by VA customers, organizations,
employees, and contractors. The IUWG interacts
with the Veterans Hedlth Administration managed and
funded Veteran Focused Internet Redesign Project,
Information Technology (IT) Security, and the VA
Webmeasters Group.

Working together we can make the One VA

Conference theme “One Misson, One Vison, One
Voice' aredity.

ONE,
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Member s of the VA CIO Council being briefed by Peter Weiss of the Office of Management and Budget and Richard Guida,
Chairman of the Federal Public Key Infrastructure (PKI) Steering Committee

Photo by: Priscilla Kates, VA Photographer

VA Moves Forward With

Electronic Delivery Services
By: LoiseRussell, OI&T, Program Coordination Staff

In 1998, Congress passed the Government
Paperwork Elimination Act (GPEA) which expanded
the goal of broad-based electronic information
dissemination contained in the Paperwork Reduction
Act (PRA) toindudeinteractiveserviceddivery. The
Office of Management and Budget (OMB)
devel oped the procedures and guidance for agencies
in implementing and planning the requirements as
prescribed by the GPEA of 1998. Thefina guidance
will be issued in April 2000, with a requirement to
have ongoing studies of agency progress.

Mr. Peter Weiss (OMB) and Mr. Richard Guida
(Chairman of Federal Public Key Infrastructure
(PK1) Steering Committee) briefed the VA CIO
Council on GPEA and PKI requirements. The
legidation provides a chalenging opportunity to use
modern technology and business practicestoimprove
VA'’s service to our nation's veterans and their
dependents. Sincethislegidationwaspassed over a
year ago, VA has developed some policies,
conducted studies, and implemented severa ongoing
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PKI pilot tests. Various I T projects were approved
to enhance information technology systems, support
electronic delivery service, and improve eectronic
record keeping.

A preliminary review is being conducted and a
GPEA committee is being formed that will assst in
establishing a common vision of ectronic business
opportunities and a framework for identifying and
approving dectronic transactions and on-line form
access. The GPEA reguires agenciesto have systems
available for dectronic interactions with the public to
the extent practicable by October 2003.

One of the GPEA reporting requirementsincludes
aprovison for agenciesto provide areport to OMB
onmgjor eectronicddivery projects. OMB hasissued
OMB Bulletin No. 99-06, “Fiscal Year 2000
Information Collection Budget (ICB)” to instruct
agency Chief Information Officers (CIOs) on how to
prepare and submit information on agency activities
toimprovethe public’ saccessto Federa information
resources. Thisreport isdueto OMB on December
17, 1999. VA isrequired to provide an update of
ongoing and planned major eectronic information
collection and dissemination activities and asummary
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of planned expansion of electronic information
collection and dissemination activities, including a
timetable and budgetary figures for electronic
information collection and dissemination activities.

VA ismoving forwardinitseffort to ddiver awide
range of sarvices dectronicaly. Electronic Delivery
Sarviceinitiativeswill drivethe progresstoward afull
paperless environment.

Any additional information on the GPEA
requirements can be obtained from Ms. Loise A.
Russdl, OI&T Program Coordination Staff (202)
273-7501 and on the Information Collection Budget
Reporting Requirement from Ron Taylor (202) 273-
8015 and Denise McLamb at (202) 273-8135.

J Y 2K Compliance and
Beyond

By: Seve Ciccarelli, OI&T, Information Technology
Support Service

On September 1, 1999, Year 2000 desktop
system’s compliance reports for each organizationa
element within VA Centrd Office (VACO) were due
to the Principal Deputy Assistant Secretary for
Information and Technology. The reports reflect
VACO Y2K readiness a the time the assessments
were conducted. However, the compliance
assessments are merely a sngpshot and a great dedl
can change between the time of that compliance
assessment and the beginning of the next century.

Year 2000 compliance is best viewed as a

Software developers may discover additional
Y ear 2000 problems and issue fixes (i.e., service
patchesor servicerdeases). Software, whichwas
previoudy found to be compliant, now requires
additional updates and another round of
remediation. The Y2K fixes will continue to be
issued well into the Y ear 2000.

*  New gpplication software is loaded on the PC.
The Y ear 2000 compliance of that software needs
to be tested and certified.

* A new hard drive is ingaled on the PC or the
hard drive is reformatted. Reloading Windows
and gpplication software from the origina media
(e.g., CD-ROMs) will result in a software
implementation that needs to be reassessed for
compliance, and the application of appropriate
service packs/software updates necessary for
Y 2K compliance.

*  Reingaling Windows (95/NT) on the PC means
the Y2K compliance for the operating system
needs to be assessed.

*  Microsoft Networking is deleted and reinstalled
(e.g., an old network interface card is replaced
or the PC is reconfigured as a client on the
network). In this case, networking files are
rewritten and later versions may need to be
reingtdled.

* A new PC is purchased and configured as a
workstation on the network. While newer PCs
are modt likey hardware compliant, they might
not have the latest software updates and patches
applied.

It is important that we al redize Year 2000
compliance is an ongoing issue affecting the entire
gpectrum of informeation technology and will continue
to do so wdll into the 21 century.

continuing series of evaluations and compliance
modifications. Events occur during the life cyde of a
PC that can cause a compliant PC to becomenon-
compliant.The following are examples of such events
and their potentid to affect Year 2000 compliance:
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Mandated Transition From
Wideband to Narr owband
Systems

By: Phillip Nash, Ol& T, Office of Telecommunications

The Office of Telecommunications sponsored joint
presentations on Radio and Frequency Solutions for
the 21 Century at the August 9-13, Information
Technology Conference held in Audtin, Texas. Mgor
radio equipment vendors participated in the
presentations, along with staff of the National
Tdecommunications and Information Administration
and the Veterans Hedlth Adminigtration. The thrust of
the sessons was to establish a sense of urgency for
planning, budgeting and implementing the imminent
trangtion from wideband radio sysemsand frequencies
to the new, congressionally mandated narrowband
systems—intimeto meet the deadlines established by
Congress.

Thetrangtion from wideband radio facilities began
Government-wide on January 1, 1995. After nearly
five years, VA has accomplished 12% of the gigantic
task of converting its Very High Frequency (VHF)
band to narrowband operation which must be
completed by December 31, 2004. To further
emphasizetheimportance of the narrowband trangtion,
and how it will affect VA operations beginning January
1, 2005, the Office of Telecommunications has
commissioned a direct mail informetion effort to VA
radio system users. This program will provide
ingalation staff with a snapshot of ther facility’s
progress to date, systems remaining to be converted
to narrowband, and sources of information and help
which may be useful in their trangtion planning effort.

The Old Federal Radio Channeling Plan Allocated 25 kHz Channels |
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Y2K FM S End-to-End Test

By: Sharon Latsha, OI& T, Austin Automation Center

A Year 2000 (Y2K) Financiad Management
System (FMS) end-to-end test was conducted from
April 12-30, 1999, to ensure Department of Veterans
Affars(VA) FM S can successtully interfacewith other
VA sygemsin the new millennium. Thetest induded
data flows from point of origin to fina
output for paymentsto veterans, vendors,
and VA employees. The testing effort
required coordination and cooperation
across VA departments. The VA
departments participating included
Veterans Hedth Adminigtration (VHA),
Veterans Bendfits Adminigration (VBA),
Financia Services Center (FSC), and VA Corporate
Systems. Also included in the FM S testing was an
end-to-end testing of payroll processing. Thetesting
not only determined that FMS is ready, but also
confirmed that Personnel and Accounting Integrated
Data (PAID) processing is'Year 2000 (Y 2K) reedy.

An isolated test environment was established at
the Audtin Automation Center (AAC) by credting a
separate logicd partition within the S390 Enterprise
Server. All thenecessary applicationsand support
software was copied into the SY2K logicd partition.
A dmilar effort occurred a Bay Pines Horida, where
a completely isolated Y2K environment was
established at the test lab for Veterans Health
Information Systemsand Technol ogy Architecture
(VISTA) gpplications, Integrated Funds Distribution,
Control Point Activity, Accounting and Procurement
(IFCAP); FEE Badi's, Accounts Receivable (AR); and
PAID Query and Extract (QE) Electronic Time and
Attendance (ETA). A separate Integrated Data
Communications Utility (IDCU) link was established
between the two technica environmentswith support
from Bell South. For the Austin FSC, persona
computers and servers were connected to the
environment dedicated to the Y2K testing. A
separate dia-up connection between Department of
Veterans Affairs Centra Office (VACO) and Remote
Access Services (RAS) on the Y2K server at Bay
Pineswas created for VA corporate testing.
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There were 28 future system dates tested over a
period of 19 days beginning with October 6, 1999,
and ending with February 28, 2001. Thetest operators
and data reviewers worked 24 hours aday, 7 daysa
week to complete the test schedule. All of the data
processing was documented and problem resolution

forms were prepared as necessary.

Ovedl, the test was highly successful. Only two
Y 2K problems were encountered which were easily
and rapidly corrected. In addition to the successful
execution of the gpplication systems, the Y2K FMS
end-to-end test o verified that the VISTA servers
participating in the test at Bay Pines and the SY2K
partition at the AAC, were ableto communicate using
Mailman, Data Management Interface (DMI), and
Dynacomm 3270 emul&ion using atransmisson control
protocol/internet protocol (TCP/IP) gateway.

TheY 2K FM S end-to-end test demonstrated that
VA’'s FMS can successtully interface with other VA
sysemsin the new millennium.
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a0 ¥ Electronic Access
L= < For Disabled

By: Susan Boaz, OI&T, Information Technology Support
Service, and Loise Russell, OI& T, Program Coordination
Saff

On August 7, 1998, President Clinton signed the
Workforce Investment Act of 1998, which includesa
revison of Section 508 that imposes strict requirements
for any electronic and information technology
developed, maintained, procured, or used by federa
agencies. Electronic and information technology is
expangvely defined. It includes computers (such as
hardware, software, and access ble data such asweb
pages), facamile machines, copiers, telephones, and
other equipment used for transmitting, recaiving, using,
or goring information.
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Section 508 was effective on the day that it was
enacted and procurement policymakers are drafting
new acquisition rulesthat will require agenciesto buy
IT thet is accessible to users with disabilities. All
federal agencies must now take steps to ensure that
the eectronic and information technologies used in
their programs are accessible to all employees
including those with disabilities. In addition, agency
web stes must dso be accessble to anyone using
them.

To determine the accessibility level of our
information technology systems, we participated in a
study conducted by the U. S. Department of Justice
(DOJ) and submitted a comprehensive report of our
agency findings and recommendations.  The report
identifies aress for improvements at VA as wdl as
provides recommendations for implementation by
other federd agencies and industry.

VA’s drategic god is to improve our customers
ability to access the offices, facilities and services of
the Department. We have a recognized worldwide
Adaptive Training Program with staff members that
provide quality information technology training
sarvices. ThisProgram has benefited the Department
snce 1986 and continues to be the driving force for
improved bility throughout the Department.

Hereare somedirect links of web design resources
that are hd pful when designing and teting Web pages.

Making Your Web Site Accessible
http://mwww.itpolicy.gsagov/citalwpahtm

A one-page overview with links to DOJ and the
World Wide Web Consortium (W3C) guidelines
and HTML.

Accessible Web Design Links
http://w3.gsagoviweb/m/citansf/Links/acaveb
This provides links to the most prominent web Sites
addressing I T accessihility.

Check Your Page
http://w3.gsagoviweb/m/citansf/Check’Y ourPage/
A tool that is currently being developed to help indi-
viduas andyze their web pages.

CIO Information in the News



Any additiona I T accessihility resources or up to
dateinformaionontheDOJ s bility study can
be obtained fromthe VA Adaptive Training Unit (202)
273-6542 or Ms. Loise A. Russl, OI& T, Program
Coordination Staff (202) 273-7501.

AAC ReachesLevd 2 of
CMM

By: Software Engineering Process Group, OI& T, Austin
Automation Center

A dgrong trend exigts throughout government and
industry toward standardized processes in the
development and enhancement of information
technology systems. Currently, oneof themost utilized
and trusted Software Process Improvement (SPI)
methodologies is the Software Capability Maturity
Mode (SW-CMM) developed by the Software
Engineering Institute (SEI) at Carnegie Mellon
Universty. The SEI’'sSW-CMM hdpsorganizations
achieve SPI by presenting aseries of fivewd l-defined
meaturity levels, each outlining practicesto be adopted
and god sto bemet before advancing to higher process
maturity levels. The SW-CMM has become a de
facto standard for measuring the effectiveness of
information technology (IT) organizations, and
datigicsshow thet organizationswith ahigher software
deve opment maturity level sgnificantly improvether
productivity and return on investment.

Themgority of dl organizationsfunction & Leve
1, the lowest level. In a Software Capability
Evauation (SCE) conducted by the U.S. Genera
Accounting Office (GAO) in Juneof 1996, the Audtin
Automation Center (AAC) received a SW-CMM
Leve 1 maturity rating. Inan effort toraisethisrating,
the AAC immediately began planning the
implementation of a more repeatable software
development process. To accomplish this, the AAC
established a Software Engineering Process Group
(SEPG) to serve as the catdys for this SPI effort.
This group and other organizations of the AAC
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improved their software development processes and
achieved the SW-CMM Levd 2 rating, the most
difficult of dl levelsto attain. As other organizations
within the AAC demondrate their ability to perform
a arepeatable leve, they will dso be added to this
“advanced process’ organization.

The AAC is dedicated to the continuous
improvement of the software development process.
Therefore, the next stepis Level 3 of the SEI's SW-
CMM. This will help ensure that AAC software
development projects build in qudity from the very
beginning of the software development life cycle
(SDLC), resulting in higher customer satisfaction and

improved service to veterans.
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gJTC VA ITC—IT isOur
w3 BridgetotheFuture

WA *
By: Carolyn Webb, OI&T, Austin Automation Center

The theme of this year’ s Information Technology
conference (ITC) was especidly appropriate for the
record-breaking crowds who traveled to Austin,
Texas, fromdl over the United States, and asfar away
asAudrdiaand Finland. Recognizing that information
technology isone of the most important toolsavailable
to meet the demands of the coming millennium,
conference sponsors hoped to challenge attendeesto
discover new and credtive ways to accomplish the
Department of Veterans Affairs (VA) god of serving
the nation’ s veterans.

The keynote speaker at the ITC's opening
ceremony, Danny Cox (best sdlling author and former
United States Air Force pilot), set the tone of
enthusasm and excitement that characterized the
week. Attendees had a wide choice of training
sessions on over 250 topics and atota of over 300
sessions. Severd sessonswerebroadcast viasatellite
to VA offices across the nation for those who were
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unable to attend. Specid hands-on training for the
visualy impaired was expanded to 5 days this year,
and arecord 32 employees participated, aswell as8
guide dogs.

One of the conference highlights was EXPO, the
exhibit area, which morethan doubled in S zethisyear
to 143 booths, and included private vendors for the
firg time. Exhibitorsdigplayed afull range of cutting-
edge products and services related to information
technology.

The 11th annud conference was hosted by the
Austin Automation Center, and co-sponsored by the
Office of Information & Technology, Veterans Hedlth
Adminidration, and Veterans Benefits Adminigration.
All employees are encouraged to vist the ITC Web
Ste at hitp://vaww.aac.va.gov/itc1999 for information
about the conference and topics presented. Session
handoutsfromthe 1999 ITC areavailable onthe Web
dte, aswdl aslinksto other Sites.

/ Watch Those Cookies! \

By: Walter Houser, Ol & T, | nformation Management
Service

A "cookie" is a file placed on the web
visitor's personal computer by a Web
application to monitor useof theste. ItisVA
policy to explain what infor mation the cookie
collectsand how that information isused. If a
visitor encounters a cookie at a VA site and
thereisno explanation or the explanation is
not clear or reasonable, we ask them to
contact VA's Privacy Officer at
fola@mail.va.gov. For more information on
cookies, see the Department of Energy's
Computer Incident Advisory Capability
(CIAC) Bulletin 1-034: Internet Cookie at

Qt :[lwww.ciac.or ciac/bulletins’i-034.shtry
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Automation Resources Added
to VA’'sHome Page

By: Basil White, OI& T, Information Management Service

Federal web pages are evolving from
communication portals into mandated official
repogtoriesof Government information. Many of these
web pages require ongoing changesto incorporate new
mandated links and changes in Department-wide
publishing styles. The Office of Information and
Technology, Information Management Service (IMS)
has created a set of templates and reference files that
will help VA web designers publish information that is
visually consistent and easier to update, and
automaticaly performs many of the content changes.

These templates use keywords that make web
pages easer to find by search engines, and include
descriptive informetion about the page when the search
engine indexes the page. Keywords minimize search
failures by cusomers of VA’s Home Page.

One of the template references “include files’ that
automatically add the mandated links and buttons for
the VA home page, customer service page, and the
new mandated Privacy Act disclaimer. As these
mandated links change, the“includefiles’ are updated
to reflect these changes. Therefore, every page that
usesthese“incdudefiles’ isautomaticaly updated with
the latest and greatest set of links.

The reference files include a cascading style sheet
that defines display properties for the most common
elements of aweb page. Usersthat reference thisfile
benefit from sharing a visud congstency with every
other web pagethat usesthefile, improving the overal
visud consgtency of VA’s Home Page.

IMS teaches a course cdled “Writing VA Web
Pages With Style’ (http://vaww.vagov/oirmtraining)
that explainshow to usethesefilesand other techniques
to create elegant, usable web content. A tutorid that
includes explanations of the templates and files is
available at http://vanvw.vagov/oirm/traning/stylquid/
index.htm.
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VBA Hosts Nationwide Y ear
2000 Workshop

By: LeePritchard, VBA Y2K Program Office

The Veterans Benefits Administration hosted a
nationwide Y ear 2000 (Y 2K) Workshop July 26 to
30, 1999, in Rittsburgh, PA. The nationwide Y 2K
Workshop wasjointly sponsored by the VBA Office
of Field Operations and the Office of Information
Management. The Workshop theme, “Campaign
2000 - The March to the Next Millennium”
concentrated on the Department and VBA's datus,
contingency planning and disaster recovery.

All Regiona Offices, VBA’s business lines,
representatives from Federal oversight agencies,
contractors, and representatives from the Veterans
Service Organizations attended the workshop. The
attendees were briefed on the VBA'’s year 2000
conversion progress by the Deputy Under Secretaries
for Management and Operations, on VA'’S progress
by the Principal Deputy Assistant Secretary for
Information and Technology and VA’s Y2K Project
Manager; VHA’s Y2K Project Manager; and
cumulated with a closing speech by the Deputy
Secretary on Friday, July 30, 1999.

Representatives from the Philadelphia and Hines
Benefits Ddlivery Centers and Systems Devel opment
Centers including Audtin, the Philadd phial nformation
Technology Support Center (ITSC), and the Hines
Systems Implementation Office provided the
workshop attendeeswith their preparednessrolesand
responghilities for the upcoming turn of the century.
The business lines discussed their iteration of the
Business Continuity and Contingency Plans (BCCP)
and the VBA Year 2000 Project staff reviewed the
field stations BCCPs, while the Emergency
Preparedness Office discussed the Continuity of
Operations Plans (COOP) and the future plans of the
Presdent’s International Coordination Center.

The Under Secretary for Benefits, Mr. Joe
Thompson, hosted a banquet during the week for the
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168 attendees. Mr. Thompson spoke of the mgor
accomplishments made by VBA in preparaion for
the turn of the century by its employees. During the
banquet, members of the Pittsburgh Regiond Office,
including the Director, Barry Jackson, were presented
with accommodationsand certificates of appreciation
for their adminigtrative and technical support of this
nationwide event.

The three and %2 day workshop culminated with
the Honorable Hershel Gober, Deputy Secretary, who
shared his experiences on Y 2K inquiries by the
Congress and Senate during Congressiond hearings
on the status of the Government’ s conversion progress
andtheV A’ spreparednessfor therollover. Mr. Gober
assured everyone that VA is ready to continue
uninterrupted services to our veterans and the loca
communitieswe serve throughout the next millennium.

Internet Use Work Group

By: Becki Wells, OI&T, Program Coordination Staff

The Internet Use Work Group (IUWG) was
edablished in May 1999 at the request of the VA
CIO Council. The IUWG is made up of
representativesfrom each Adminigration, Staff Office,
the VA Webmagters Group, the VA I'T Security Group,
the Telecommunications Staff and four VHA VISNs.
The IUWG keeps abreast of the activities of other
groups involved in Internet related activities such as
the Veteran-Focused Internet Redesign Project, IT
Security Group, VA Webmasters Group and the
Government Paperwork Elimination Act.

The IUWG mission is to identify and organize
development of departmental level policies and
strategies needed to guide the advantageous
deployment and use of Internet technology by VA
customers, organizations, employees, and contractors.
The TUWG identified issues associated with
conducting VA busnessover the Internet/Intranet. To
facilitate further discusson and investigation of these
issues, three sub-groups were formed. These sub-
groups are;
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I nformation Publishing and Retrieval
Thisgroup exploresthenesdsandissuessurrounding
the use of Internet technology as an “information
portd” to publish and retrieve information. This
group is looking a current VA policies and pro-
posing new policiestha will govern the publication
of VA information on VA web Stes

Internet asa Transactional Platform
Thisgroup investigatesissues associated with usng
Internet technology to conduct business with VA
cusomers. The IUWG defines VA customers as
VA employess, the veteran, the generd public and
other business partners.

Internet and a Delivery Channel for Tools
and Applications

Thisgroup examines VA needsand issues surround-
ing the use of Internet technology to ddliver tools
and gpplications to meet VA’s misson.

Some of the topics being discussed by the sub-
groups are security, infrastructure, web-based
application development criteria, resource
management, Internet access, customer service,
transactional data capture, appropriate/
ingppropriate use, accessibility and respongibilities.
The lUWG will besubmitting adraft Internet Policy
to the CIO Council for review and consderation
within the next 60 — 90 days. The group will aso
submit a report that contains identified issues and
recommended strategiesto the CIO Council by the
end of the year.
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Email has become a common veﬁf’é‘( for

maevolence. Individuas may send macro virus
infected word documents, computer virusinfected
novelty programs, or other harassing emails.

Look at dl emalls with a hedthy degree of
suspicion. Unusud subject lines such as“Hereis
the document | promised” or mail from unknown
persons should make you skeptical. Don’t
respond to, or open any email you receive from
unknown persons (particularly from outsdeof VA,
or from generic VA accounts, such as* VA student”
email accounts).

Don’t open unknown atachments or click on
internet links within unknown source emails.
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